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“+ Evaluation of group size based on real-world

NFV + SDN -} Virtual Firewall < Dependency Analysis firewall policies

> Reasons to analyze dependencies » Largest firewall group contains 18 rules

< Virtual Firewall Elastic Scaling v Intra-dependency for firewall rule migration s+ Capability to quickly scale

» Overload - elastic scaling out v Inter-dependency for flow rule update » Scale in less than 7 sec for 400 firewall rules
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» Group—based firewall rule migration to ensure
semantic consistency
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“ Performance of optimal scaling calculation

» 100 underloaded virtual firewall instances in
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< Optimal Scaling Calculation
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» Scaling-out: least new instances
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v three-step heuristic
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